

Review Form 3
	

	Book Name:
	Machine Learning for the Real World: Applications and Insights

	Manuscript Number:
	Ms_BPR_6487.3

	Title of the Manuscript: 
	Detecting Phishing Efficiently: A Stable and Adaptable Mechanism

	Type of the Article
	Book Chapter




	PART  1: Comments


	
	Reviewer’s comment
Artificial Intelligence (AI) generated or assisted review comments are strictly prohibited during peer review.
	Author’s Feedback (Please correct the manuscript and highlight that part in the manuscript. It is mandatory that authors should write his/her feedback here)

	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.

	This manuscript contributes significantly to the field of cybersecurity by proposing a practical, machine learning-based framework for phishing detection that emphasizes stability, adaptability, and real-time applicability, which is crucial for institutional and enterprise environments where resource constraints are common. It provides a comparative analysis of multiple ML algorithms on a standardized dataset, highlighting the trade-offs between traditional and deep learning models, thus offering insights for researchers developing lightweight anti-phishing tools. Furthermore, the integration of the model into a Django-based web application demonstrates a pathway from research to deployment, bridging the gap between theoretical advancements and real-world implementation in defending against evolving cyber threats.
	

	Is the title of the article suitable?
(If not please suggest an alternative title)
	
Yes, the title is suitable as it accurately reflects the focus on efficient, stable, and adaptable phishing detection. No alternative is suggested.
	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.

	The abstract is mostly comprehensive, covering aims, design, methodology, results, and conclusion. However, it could be improved by adding a brief mention of the dataset size and source in the methodology for clarity, and reconciling the discrepancies in reported metrics (e.g., Random Forest's recall is stated as 100% here but differs in the results section). Delete or clarify the conflicting CNN accuracy (83% in abstract vs. 91.02% in results).
	

	Is the manuscript scientifically, correct? Please write here. 
	The manuscript is scientifically sound in its overall approach, with a clear methodology for data preprocessing, feature engineering, and model evaluation using standard metrics and cross-validation. However, there are notable errors: mathematical inconsistencies in performance metrics (e.g., SVM's F1-score of 96.90% does not align with its precision 98.99% and recall 99.12%; F1 should be approximately 99.05%), discrepancies between abstract/results/conclusion (e.g., RF recall 100% in abstract/conclusion vs. 97.21% in Table 3.3), and potential overfitting indications in near-perfect scores for some models without discussion of generalization. The feature engineering and deployment aspects are logically presented.

	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
-
	References are sufficient in number (17) and mostly recent (2020-2024), covering key works on ML for phishing detection. Suggestions for additional references:
· Jain, A. K., & Gupta, B. B. (2021). A survey of phishing attack techniques, defence mechanisms and open research challenges. Enterprise Information Systems, 16(4), 527-565. (To expand on evolving phishing techniques.)
· Mohammad, R. M., Thabtah, F., & McCluskey, L. (2020). Phishing detection: A recent intelligent machine learning comparison based on models content and features. Journal of Information Security and Applications, 55, 102632. (For broader comparison of ML models.)
· Chiew, K. L., Yong, K. S. C., & Tan, C. L. (2018). A survey of phishing attacks: Their types, vectors and technical approaches. Expert Systems with Applications, 106, 1-20. (Though slightly older, for foundational context on phishing vectors.)

	

	
Is the language/English quality of the article suitable for scholarly communications?

	The language is generally acceptable but requires editing for scholarly standards. There are frequent grammatical errors (e.g., "real arrangement algorithm" instead of "real-time arrangement algorithm" in 3.1; "Matric" instead of "Metric" in tables; awkward phrasing like "A sample of a lazy learning algorithm is called the kNN algorithm" in 3.4), typos (e.g., "Confusion Matric" repeatedly), and inconsistent terminology (e.g., "phishing" vs. "spam" interchangeably). Professional proofreading is recommended.
	

	Optional/General comments

	The manuscript has strong potential but needs revisions for consistency in results reporting and error correction. Figures (e.g., confusion matrices) are useful but could include clearer labels and axes. The deployment section is a highlight, showing practical value. Expand discussion on limitations, such as dataset bias or handling of multilingual phishing, to strengthen the work. Overall, it aligns with the book's theme on real-world ML applications.
	




	[bookmark: _Hlk156057883][bookmark: _Hlk156057704][bookmark: _Hlk209632241]PART  2: 


	
	Reviewer’s comment
	Author’s Feedback (It is mandatory that authors should write his/her feedback here)


	Are there ethical issues in this manuscript? 

	(If yes, Kindly please write down the ethical issues here in details)
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