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	PART  1: Comments


	
	Reviewer’s comment

	Author’s Feedback (Please correct the manuscript and highlight that part in the manuscript. It is mandatory that authors should write his/her feedback here)

	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.

	This manuscript, a comprehensive systematic review of IoT security requirements, challenges, and mitigation strategies from 2020-2025, holds significant value for the scientific community by synthesizing over 50 peer-reviewed studies from leading databases like IEEE and ACM. It addresses critical gaps in prior surveys, such as narrow scopes, outdated references, and neglect of real-world constraints like resource limitations in IoT devices, while introducing novel taxonomies, comparative analyses, and domain-specific insights for healthcare, smart cities, and industrial IoT. By evaluating emerging solutions like blockchain, federated learning, AI-driven intrusion detection, and zero-trust models against standardized metrics, it provides a roadmap for scalable, lightweight security frameworks, highlighting unresolved issues like post-quantum cryptography and regulatory compliance (e.g., GDPR, HIPAA). This positions it as a highly cited reference, guiding researchers toward interdisciplinary innovations in secure IoT ecosystems amid rapid technological evolution.
	

	Is the title of the article suitable?
(If not please suggest an alternative title)

	Yes suitable
	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.

	The abstract is comprehensive overall.
It effectively covers background on IoT's role in enhancing quality of life across sectors like healthcare and agriculture, objectives for exploring challenges and solutions, methods via systematic review of 50+ studies (2020-2025) from IEEE/ACM/Elsevier/SpringerLink, key findings on issues like weak authentication and heterogeneity plus solutions like MFA/blockchain/ML-IDS, novelty in real-world constraint evaluation and gap identification (e.g., scalable frameworks, zero-trust), and significance as an extensive, cited survey guiding future research
	

	Is the manuscript scientifically, correct? Please write here. 
	yes
	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
-
	
YES BUT THE CITATIONS AND SERIAL NUMBERS FOR THE REFERENCES ARE MISSING
still can be added if required

Alotaibi (2025). "A comprehensive survey on securing the social internet of things: protocols, threat mitigation, technological integrations" (Nature Scientific Reports) – Adds SIoT perspective with 225-paper analysis on blockchain/AI metrics.
​

Sharma et al. (2026). "A comprehensive survey on IoT security: Challenges..." (Computer Communications) – Complements layered defenses with architecture-level vulnerabilities.
​
Sadhu et al. (2025). "Internet of Things Security Threats, Recent Trends, and Mitigation Approaches" (SCIRP) – Reinforces trends in scalable IDS for large-scale attacks.
	

	
Is the language/English quality of the article suitable for scholarly communications?

	


yes

	

	Optional/General comments

	
Ok,IF POSSIBLE KINDLY USE ALGORITHMS WHICH ARE USED TO ELABORATE THE METHODOLOGY


	





	PART  2: 


	
	Reviewer’s comment
	Author’s comment (if agreed with the reviewer, correct the manuscript and highlight that part in the manuscript. It is mandatory that authors should write his/her feedback here)

	Are there ethical issues in this manuscript? 

	(If yes, Kindly please write down the ethical issues here in detail)

NO
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